This a collection of Web-Wise suggestions intended to help you defend against viruses, worms and trojans (oh my!), malware and other questionable code. 

(Some of the suggestions below have been edited. Use / Ignore at your own risk.) 

Six steps to safe hex 

1. Know how your computer could be vulnerable 

2. Keep unwanted files off your computer or delete them unopened 

3. Check everything that arrives on your computer 

4. Keep your anti-virus software up to date 

5. Make backups 

6. If you suspect a virus, don't panic 


1. Know how your computer could be vulnerable 

· security weaknesses in your software 

· the types of malware that might affect you 

· how malware can get on to your computer 

1.1 Security weaknesses 

· Keep an eye on Microsoft's security bulletins at http://www.microsoft.com/security/ 


· If you're using Microsoft Outlook/Outlook Express, change the security settings in so that embedded scripting is disabled. Get details here. While you're at it, you should also familiarize yourself with Outlook E-mail Security Updates. 


· If you haven't applied the "scriptlet.typelib/Eyedog" patch yet, then do so. If you don't know what that means, then you probably haven't yet. Get it from: 

http://www.microsoft.com/technet/security/bulletin/ms99-032.asp 

This patches a gaping hole in Explorer 4.x & 5.00 that allows the Bubbleboy and KAK viruses to infect & spread by being viewed in the preview pane. The patch is included in IE 5.01. 


· If you don't need the Windows Scripting Host (WSH - if it's installed), disable it. 

You see, it adds "functionality" that most people really don't "need". In fact, that very "functionality" could be considerably dangerous with regard to VBS (Visual Basic Script) type "malware" infections that are spread primarily through email attachments. 

NOTE: MS "Windows Update" may surreptitiously reactivate/reinstall WSH. 

In order to use WSH only when needed; get noscript.exe from Symantec, and use it to toggle WSH off and on. Don't forget to disable WSH again when you're done with MS Windows Update. Additionally, you might benefit from a little reminder as to whether WSH is enabled or disabled. Here is a very simple thing to try... 


Using Notepad, type the following two lines of text: 

call wscript.echo ("WARNING! WSH is active!")
wscript.quit 

Save as wsh-test.vbs

Use the Task Scheduler to invoke wsh-test.vbs at Startup. Then, if WSH is active you get a nice notification panel at startup with a OK button. If not active, nothing happens, and a review of Task Scheduler will show that the file "could not start".
If you decide to uninstall the Windows Scripting Host, Here are the details for Win 95, 98, 2000 and NT. 


· Stop using DOCs (if at all possible). Instead, use pure Rich Text Format for your documents, because that doesn't support the macro language. There's a caveat to this unfortunately. Some macro viruses intercept File SaveAs RTF and save a file with a .RTF extension which actually contains a DOC format file! So it needs to be real RTF. Tell the people that you deal with that you would rather they sent you RTF or CSV (Comma-Separated Variable) files rather than DOC or XLS. 

Warning - Microsoft RTF Security Bulletin - May 22, 2001 

1.2 Types of malware (Malware is a generic term for potentially damaging software/code.) 
· Subscribe to an email alert service that warns you about new, in-the-wild, viruses like the free service at http://www.sophos.com/virusinfo/notifications/ 

1.3 How malware can get on to your computer 

Here are two important elements to avoiding malware: 
· Know what is coming in from outside your system 

· Know the possible consequences of using anything that came in 

Make it your business to be aware of what comes in in all forms: email, web pages you look at, diskettes and CDs, accesses from LAN or Internet when online, and junk pulled down by auto-updating-software. This is not as easy as it used to be as the old beliefs simply do not apply anymore. 

Therefore: 
· It is not true anymore to say that "only program code can hurt you" 

· It is not true anymore to say that "it's safe to read email" 

· It is not true anymore to say that "it's safe if it's from someone you know" 

It would be wise to address these potential "problems" as well: 

· silly applications that autorun scripts 

· "active content" on the Web and in email 

· default setups that hide file extensions 

· certain file extensions that are "never" shown 

2. Keep potentially dangerous files off your computer 

· Install a quality personal firewall! Check out "Firewalls / Filters" here. 
Why? Check out Shields UP! 


· Change your CMOS bootup sequence to C: / A: -- or just C: -- this is so you don't boot from drive A: if you leave a floppy in your machine. This should stop all pure boot sector viruses from infecting you. If you do need to boot from a floppy disk the CMOS can be quickly switched back. 

2.1 You can delete unwanted files 

· Don't run or open unsolicited executables, documents, spreadsheets, etc. Be paranoid, if you don't know something to be virus-free, you must assume it isn't. (Have a strict policy in your organization that downloading executables and documents from the Internet is not acceptable, and that anything that runs in your organization has to be virus-checked and approved first.) 
Note: Some files can best be tested by first invoking their associated application and then using the "Open" function of that application. For example, picture image files such as JPG and GIF can be tested by invoking the picture viewer of your choice. When such files are received as email attachments or downloaded, they should first be saved to some test or download folder (you can create one for this purpose). Then you can use your picture viewer application to safely open the file. If there is something amiss with the tested file your viewer will complain and you can just delete the file. 

Similarly, sound files such as MP3 and WAV can also be tested by first invoking your player of choice. Alleged Text (TXT) files should also be opened by first invoking Notepad. Never double click on these files while in Explorer until they have been tested in this way. There may be a hidden file extension or CLSID (class ID extension). 

While we're at it, let's briefly address the way some newsreaders may view images and other file types. For example, Free Agent (a free newsreader from Forté) has a dangerous item under the File menu called "Launch binary attachment". It will allow the execution of those jpegs and gifs with hidden exe (executable) extentions. (That's a bad thing.) Instead, the user should click on "Decode binary attachment" and the uuencoded file will be decoded into the Agent folder for viewing after invoking your viewer of choice and opening the file.
Never, ever: 

· Open files or e-mail attachments from someone you don't know. 

· Open files or e-mail attachments forwarded to you even if they are from someone you know. 

· Open unsolicited or unexpected e-mail attachments until you've confirmed the sender actually meant to send them. 

· Open a document with macros enabled, period. 

· Boot from a floppy unless you personally created it, write protected it and stored it in a locked safe since then. 

3. Check absolutely everything that enters your computer. 

· Use antivirus/defense software to scan and/or monitor your system. 

· Always scan file attachments or downloaded files before you run or open them. 

· Always scan floppy disks (including ZIP drive media). 

· Always scan CDs. 

· Always scan. (Please Note: Antivirus software can't/won't catch all harmful code!) 

4. Keep your anti-virus software up to date. 
(both the definition files and scanning engine) 

"Huh? Anti-virus software?" 

See this page for recommended anti-virus software 
5. Make backups 

· Backup your computer regularly. These days, a CD-RW drive is probably your best bet for data, tape drives for automated, unattended, full system backups. 

· Please test your backup(s) and ensure your data's integrity! 

6. If you suspect a virus, don't panic 

In the event disaster does strike... 

Don't Panic. Very often users will do more damage with panicked recovery attempts than a virus or Trojan horse would have. 

If your computer does become infected with a virus, the alt.comp.virus newsgroup is a good place to go for help and/or information. You can ask for, or find advice from a number of professionals and other experienced users. 

Please note the following tips when using the alt.comp.virus newsgroup: 

· Do not post binaries or virus samples. 

· Be specific and include details when asking for help. 

· Disable your news reader's ability to execute scripts embedded within HTML. 

· Delete all messages that contain attachments. 

· Don't be intimidated by all the noise there. 

· Read some postings first and search for subjects that might indicate a problem similar to yours. 

· Do not give advice if you aren't certain it's good advice, even if you just want to be helpful. 


Administrator Tip 

You might benefit from a hoax policy deployed amongst your staff. Perhaps something like this: "Thou shalt not forward any virus warnings of any kind to anyone other than <insert name of person in your company who looks after anti-virus issues>. It doesn't matter if the virus warnings have come from an anti-virus vendor, or been confirmed by any large computer company or your Aunty Margaret. All virus warnings should be sent to <insert name>, and <insert name> alone. It is <insert name>'s job to send round all virus warnings, and any virus warning which comes from any other source should be ignored". 


Before you go... 

· Tell all of your friends and family to practice safe hex. 

· Remember, if someday you do encounter a virus, do not panic! 

· Have an extended look at the A.C.V Reference Desk. 

· Some additional security related links are here. 


Stay tuned... more to come... 
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